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tions of the authority to develop health and safety standards. See
also U.~. v. Frame, 88~ F.2d 1119. 11~2 (~rd Cir. 1989) (upholding
delegatIon to the beef mdustry to devIse Its own strategies to im
plement the Government's policy).

The appropriateness of the delegation here is furthered by two
factors: (1) Compliance with the industry standards is voluntary.
not compulsory. Carriers can adopt other solutions for complying
with the capability requirements. (2) The FCC retains control over
the standards. Under section 2602{bL any camer. any law enforce
ment agency or any other interested party can petition the FCC.
which has the authority to reject the standards developed by indus
try and substitute its own. See Sunshine Anthracite Coal. Co. v.
Adkins. 310 U.S. 3Sl (1940); St. Louis. Iron Mt. & Southern Rv. Co.
v. Taylor, supra; Frame. supra, 885 F.2d at 1128 (delegation- valid
where discretion of private bodies is subject to the Government's
authority to disapprove or modify the standards).

This section states affinnatively that the absence of standards
will not preclude carriers. manufacturers oz- support service prOVId
ers from deploying a technology or service. but they must still com
ply with the capability assistance requirements.

Subsection fb) provides a forum at the Federal Communications
Commission in the event a dispute arises over the technical re
quirements or standards. Anyone can petition the FCC to establish
teehnic:al requirements or standards. if none exist. or challenge any
such requirements or standards issued by industry associations or
bodies under this section. In taking any action under this section.
the FCC is directed to protect privacy and security of communica
tions that are not the targets of court-ordered electronic surveil
lance and to serve the policy of the United States to encourage the
provision of new technologies and services to the public.

If an industry technical ~irement 01" standard is set aside or
supplanted by the FCC, the FCC is required to consult with the At·
torney General anel establish a reasonable time and conditions fOI
compliance with and the transition to any new standard. The FCC
may a1Io defme the auiata.nce obligations of the telecommuni·
cations carriers during this transition period.

Thia section is also intended to add openness and accountabilit,
to the proc:esa of finding 801utioD.8 to interupt problema. Ally FCC
deciaion on a staDcla.rd for compliance with this bill must be mad.

ublicl •p S y 1 ., ddit' al·ubsec:tion (c) gives te ecommunicatlons ca.mers an a Ion ..
yean to achieve compliance with the capability assistance require
menta beyond the 4 years provided in section 2 of the act, if thel
petition for, and the FCC grants, aD extension. The ~<?C ma~ graD
a petition for relief from compliance with the ca~ility &I818~C
requirements for up to 2 yean in circumstances whe.re the came
can show that compliance with thoae requirements 11. not re~~
ably achievable thrOugh application of tecbnology a~l~ Wltm
the 4-year compliance periOCl.The Attorney General1,rill reimbun
the carrier for any necessary modifications made dunng the eX1:eI
sion period.. . . . ' . nl .1..

ADy estension granted under tm. subsection applies 0 Y U? loW

part of the carrier'. buaineu on which the feature or &ervtce ~
lUUe is UIeCl. .
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Section 2607 provides for enforcement of the bill by the courts.
Subsection (aJ provides that a court may order telecommUnlCa!.lons
earners. equipment manufacturers and support service proVIders to
comply forthwith with the requirements of the bill in circumstances
where an electronic surveillance order or authorization has been is
sued but cannot be effected because a carner has failed to comply
with the requirements of the bill. This provision compliments the
existing requirement in 18 C.S.C. 251814) that an order authoriz
ing electronic surveillance may direct that providers of wire or elec
tronic communications services or any "other person • • • furnIsh
• • * forthwith all information. facilities. and technical assistance
necessary to accomplish the interception."

Subsection fb) authorizes the Attorney General. in the absence of
a particular electronic surveillance order or authorization. to appiy
to an appropriate U.S. district court for an enforcement order di
recting a telecommunications carrier. equipment manufacturer and
support services provider to comply with the bill. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers. this authority is
vested in the Attorney General of the United States through the
Department of Justice and the Offices of the various U.S. attor
neys.

Subsection (c) places limitations on the court's authority to issue
enforcement orders. First. the court must find that law enforce
ment has no alternatives reasonably available for implementing
the order through use of other technologies or by serving the order
on another carrier or service provider. Essentially. the court must
find that law enforcement is seeking to conduct its interception at
the best. or most reasonable. place for such interception.

Second. the court must find that compliance with the require
ments of the bill are reasonably achievable through application of
available technology. or would have been reasonably achievable if
timely action had been taken. Of necessity, a determination of "rea
sonably achievable" will involve a consideration of economic factors.
This limitation is intended to excuse a failure to comply with the
capability auiatance requirements or capacity notices where the
total cost of compliance is wholly out of proportion to the useful
neu of achieving compliance for a particulax' type or category of
services or features. This subsection recognizes that. in certain cir·
cumstances, telecommunications carriers may deploy features 01

services even though they are not in compliance with the require·
ments of this bill.

In the event that either of these standards is not met. the co\U'1
may not isaue an enforcement order and the carrier ma~ proc:eee
with deployment, or with continued offering to the pubbc. of thl
feature or service at issue. .

Subsection (d) requires a court upon is~~ance of an enf~rcemt:D
order to set a reasonable time and conditions for complymg Wltl
the order. In detennining what· is reasonable, the court may COil
sider as to each party before it a number of enume~ted factors: .

Subsection re) provides that -an order may not be lSSUed requlnn
a carrier to exceed the capacity set forth in the Attorney General
notices under section 2603.
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Subsection If) provides for a civil penalty up to $10.000 per day.
from the date of the order. or such later date as a COUrt may de
cree. for any carrier, equipment manufacturer or support serv\ce
provider that violates the section. In setting the appropriate
amount of the fine. a court may consider a number of enumerated
factors. including the nature. circumstances. and extent of the vio
lation. and. with respect to the violator. ability to pay. good-faith
efforts to comply in a timely manner. effect on ability to contmue
to do business. the degree of culpability or delay in undertaking ef
forts to comply, and such other matters as justice may require.

While subsection 2607(0 would subject to civil penalties a manu
facturer that fails to provide its customers with the features or
modifications necessary for them to comply, the committee fully ex
pects that manufacturers and carriers will ensure the compliance
with the requirements through the nonnal marketplace mecha
nisms, as carriers. in their orders. specify equipment that meets
the requirements of the bill. The imposition of civil penalties on
manufacturers would normally be appropriate only when the exist
ing marketplace (Le.• contractual) mechanisms fail to ensure manu
facturer compliance. just as the imposition of civil penalties would
normally be appropriate on carriers when. for example. they fail to
seek through contractual mechanisms such features or modifica
tions.

Section 2608, entitled "Payment of costs of telecommunications
carriers" provides. in subsection fa), that the Attorney General is
required to pay all reasonable costs directly associated with modi·
fications required to comply with the capability assistance require·
ments. either during the period of 4 y~ars after enactment or duro
ing any extension period granted by the FCC. In addition. the At
tomey General is required to pay such costs for expanding the car
rier's facilities in the event such expansion is necessary to compl~

with the notices issued under section 2603 of maximum and initia
capacity needed by law enforcement.

Subsection (bJ provides that the Attorney General is authorizei
to pay reasonable costa directly associated with achieving compli
ance with the assistance capability requirements for equipmenl
features or services deployed on or after the date of enactment i
such compliance would otherwise not be reasonably achievable. II
determining whether compliance is reasonably achievable. consicl
eration must be given to when the deployment occurred.

Subsection (e) directs the Attorney General to allocate appn:
priated funds to carry out the purposes of the bill in accordanc
with law enforcement's priorities.

Subsection (d) provides that if a telecommunications carrier "
quests. payment for modifications to existing equipment. fea~~rel (
services to achieve compliance with the assistance capablllty r'l

quirements under section 2602. and the Attomey General does nl
pay as required under subsection (a). the. equipm~nt. featu~ l

service in question will be considered to be In .co~pliance. unttl tl
equipment, feature or service is replaced or Significantly upgradl
or otherwise undergoes major modifications. - .

Subsection (e) authorizes the Attorney General to estabhsh ne
esaary regulations and procedures to reimburse carriers.
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Subsection ffJ provides that any dispute over costs is to be re
solved by the FCC or the court from which an enforcement order
is sought. In the absence of a dispute brought by one of the parties
to the FCC, it is not the committee's intent for the FCC or any
other agency of the Federal Government to regulate the price of
telecommunications transmission and switching equipment or sup
port services. The committee regards such regulation as unneces
sary in a competitive marketplace. Detenninations regarding what
constitutes a "reasonable charge" for modifications and features
should be made in the first instance by manufacturers and their
customers in contractual negotiations in accordance with nonnal
and accepted business practices.

SECT10~ 2. AL'THORIZATION OF APPROPR1ATIO~S

This section authorizes $500 million to be appropriated for 1995
through 1997, which encompass the 3 years after enactment. and
thereafter any additional amounts that may be necessary to carry
out the purposes of the bill. which sums shall be available until ex
pended.

SECTION 3. EFFECTIVE DATE

This section sets the effective date for compliance with the capa
bility assistance requirements in section 2602 and the Sy,.tems Se
curity and Integrity requirement in section 2604 as 4 years after
enactment. All other provisions take effect upon date of enactment.

SECTtON 4. REPORTS

The Attorney General is required to report annually to Congress
periodically for the 6 yean after enactment on the moneys ex
pended under the bill. In addition. the General Accounting Office
is required to report in 1996 and 1998 on the estimated costs of
compliance with the bill.

SECTION 5. CORDLESS TELEPHONES

The Electronic Communications Privacy Act (ECPA). which
amended the wiretap statute in 1986, exempted from the protection
of the act "the radio portion of a cordless telephone that is trans
mitted between the cordless telephone handset and the base unit."
18 U.S.C. 2510 (1) and <l2l. The bill would delete the exception for
cordless telephones and impose a penalty of up to $500 for inten
tionally intercepting such communications.

SECTIONS 6 AND 7. RADIO-BASED COMMUNICATIONS

.ECPA does not protect communications that are "readily acces
sible to the general public." which includes radio communications.
unless they fit into one of five specified categories. These exce~teel
categories enjoy protection because they usually are not susceptible
to interceiftion by the general public. .

The bi would add "electronic communication" as a category of
radio communication covered by the wiretap statute..Thi:S wo~d
provide .protection for all forms of electroni~ communl~atlons. In·
cluding data, even when they may be transnutted by ~dio.
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. The bi,ll also ame~ds the penalty provision to treat communica
ttons usmg modulatlon techniques in the same fashion as those
where encryption has been employed to secure communications pn
vacy. This paragraph refers to spread spectrum radio communica
tions, which usually involve the transmission of a signal on dif
ferent frequencies where the receiving station must possess the
necessary algorithm in order to reassemble the signal.

SEcnON 8. TECHNICAL CORREC110N

The wiretap law permits interception of wire communications by
a wire or electronic service provider in the normal course of busi
ness to render, services or. protect rights or property. ~e bill would
make a techmcal correctlon and expand the exceptlon to include
eLectronic communications.

SECTION 9. CLONE PHONES

This section amends the Counterfeit Access Device law to
criminalize the use of cellular phones that are altered, or "cloned."
to allow free riding on the cellular phone system. Specifically, this
section prohibits the use of an altered telecommunications instru
ment, or a scanning receiver. hardware or software, to obtain unau
thorized access to telecommunications services. A scanning receiver
is defined as a device used to intercept illegally wire. oral or elec
tronic communications. The penalty for violating this new section
is imprisonment for up to 15 years and a fine (jf the greater of
$50.000 or twice the value obtained by the otTense.

SECTION 10. TRANSACTIONAL DATA

Recognizing that transactional records from on-line communica
tion systems reveal more than telephone toll records or mail covers.
subsection (ai eliminates the use of a subpoena by law enforcement
to obtain from a provider of electronic communication sernces the
addresses on electronic messages. In order for law enforcement to
obtain such information. a court order is required.

This section imposes an intermediate standard to protect on-line
transactional records. It is a standard higher than a subpoena. bU1
not a probable<ause warrant. The intent of raising the standare
for acceu to transactional data is to guard. against "fishing expedi·
tions" by law enforcement. Under the intermediate standard. th.
court must rmd. based on law enforcement's showing of facts. tha1
there are specific and articulable gTOunds to believe that th~
records are relevant and material to an ongoing criminal investiga
tion.

Law enforcement could still use a subpoena to obtain the name
address. telephone toll billing records. and length of service ~f :
subscriber to or customer of such service and the types of sernce
the subscriber or customer utilized.

Sub.ction (b) requires government apneies ins~g and usin
pen register devices to use, when reasonably. avail~le, teebnol~g
that restricts the information captured by, s~ch deVlce to the dia
ing or siaualing information necessary to ciirect or process a caJ
excluding any further communication conducted through the use l

dialed digits that would otherwise be captured.
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VII. R£Gt:L~TORY I~PACT STAT!~E~T

In compliance with paragraph lHb), rule XXV1 of the Standing
Rules of the Senate. the commIttee, after due consideration, con
cludes that no signiticant additional regulatory impact or impact on
personal privacy would be incurred in carrying out the provisions
of this legislation.

VIII. COST ESTt~T'E

The committee accepts the cost estimate of the Congressional
Budget Office.

The Congressional Budget Office estimate follows:

U.S. CONGRESS.
CONGRESSIONAL BCDGE"! OFFICE.
Washington, DC. September 30, 1994.

Hon. JOSEPH R. BlDEN. Jr.•
Chai.rman. Committee on the Judicia".,
U.S. Senate, Washington, DC.

DEAR MR. ClWR.'iA.'l: The Congressional Budget Office has pre
pared the enclosed cost estimate for S. 2375. a bill to amend title
18. United States Code, to make clear a telecommunications car
rier's duty to cooperate in the interception of communications for
law enforcement purposes. and for other purposes.

Enactment of S. 2375 would affect direct spending and receipts.
Therefore. pay-as-you-go procedures would apply to the bill.

If you wish further details on this estimate, we will be pleased
to provide them.

Sincerely,

Enclosure.

CONGRESSIONAL BUDGET OFFICE COST ESit~T'E

1. Bill number: S. 2375.
2. Bill title: A bill to amend title 18. United States Code. to makE

clear a telecommunications carrier's duty to cooperate in the inter,
ception of communications for law enforcement purposes. and f01
other purposes.

3. Bill status: As ordered reponed by the Senate Committee Ot

the Judiciary on September 28. 1994.
4. Bill purpose: S. 2375 would direct telecommunications carrier

to attain certain technical capabilities to assist law enforcemen
agencies with wire and electronic interceptions. pen registen. ani
trap and trace devices. The!!;e companies generally would have fou
years to comply with the bill's requirements. Howe~r. tel.
communications carriers would not have to meet the reqUll'ement
with respect to existing equipment and services unless they are fl

imbursed by the Federal Government. Additionally, the Attome
General may agree to reimburse carriers for other reason~leCOSl

in complying with the bill. This iefislation would authonze appr
priations totaling $500 million for the flSCal years 1995 throulj
1997. plus such sums as are necessary for fisCal yean thereafte
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This legi~lation would make seve~a1 !11inor changes to the current
laws relatln~ to the t~l~ommun.lc~tlons industry. S. 2375 also
would establIsh both clvl1 and cnmmal penalties for violation of
certain provisions of the bill.

5. Estimated cost to the Federal Government:
{BY ft\U1 "I". 1ft llll'tOftI 01 3011''''

~~ues

Estl1!l3ttO !!alotS !rol!l lines
:llrett slltno,n,
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EShmatH DUOltt luUlOnty
EstlmltH ClUUIYS

Aulnonzauons.
SDltJtlH lumonnt1llns
:stlmattO IlItnonntlons

TOlal IutnonzatJO/lS ..
Estlm3'" outlm ... ...

I ~'IS 111'" ~O.*.
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(II

100
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(11
{II
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The costs of this bill fall within budget function 750.
Basis of estimate: The estimate assumes that the Congress will

appropriate the full amounts authorized. The costs of the bill in fis·
eal yean 1998 and 1999 are very uncertain because the precise
teclmical solutions to the bill's requirements are unknown at this
time. Based on information from the Federal Bureau of Investiga
tion (FBI) and the telecommunications industry. CBO estimates
that these costa would be rouahly $100 million annually. Costs of
this order of magnitude could continue in later years. The outlay
estimates are baSed on information from the FBI regarding imple
mentation of the new capabilities by the telecommunications car
riers.

S. 2375 would impose civil and/or criminal fines for violations of
the bill's provisions. Both criminal and civil fines increases receipts
to the Federal Government. Criminal fmes would be deposited in
the Crime Victims Fund and would be spent in the followinl~:ar.
CBO does not erpect this additional revenue or direct spen' to
be I~cant.

6. Pay·...IOu·go c:onaiderations: Section 252 of the Balanced
Buclpt and Emerpncy Deficit Control Act 'of 1985 seta up pay-as
you-go~ures for l.lation affecting direct spendina or re·
ceipts 1998. Enactment of S. 2375 would aff'ect both re
ceipta and Clirec:t spending; however. CBO estimates that any
chaDges in spending anel receipts would be insignificant: The fol
lowing table summarizes the estimated pay·u-you·go 1mpact of
this bill

1Ir..............-.

I"
CMIIt -.,..,. --..----------
ClIIIII- .-. .,. _.

o
o

o
o

o
o

o
o

7.- Estimatecl coat to State and local governments: None.
8. Estimate comparison: None.
9. Previou CBO estimate: None.
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10. Estimate 'prepared by: Mark GrabOWlc%. John Webb. and ~te.
lissa Sampson.

11. Estimate approved by: Paul Van de Water. for e.G. ~uckols.
Assistant Director for Budget Analysis.

OC~CHA.'-;GES I~ EXISTI~G L\w

In compliance with paragraph 12. rule XXVI of the Standing
Rules of the Senate. changes in existing law made by the bill as
reported. are shown as follows (existing law proposed to be omittecl
is enclosed in black brackets. new matter is printed in italic. exist.
ing law in which no change is proposed is shown in roman1:

TITLE IS-UNITED STATES CODE

• • • • • • •

CRIMES AND CRIMINAL PROCEDURE

PART I-CRtMES
Chapter Se
1. General provisions .

• • • • • • •
419. Wire interception aDd interception o( oral communications 251
120. T.lftummulUC:al&01U CCU'1"WI' auuC4llCa to tM Gowmm.cllt 26(

• .. • • • • •

§ 1029. Fraud and related activity in connectioD with acce!
devices

(a) Whoever-
(1) knowingly and with intent to defraud produces. uses, I

traffics in one or more counterfeit access devices:
(2) knowingly and with intent to defraud traffics in or us

one or more unauthorized access devices during any one-ye
period. and by such conduct obtains anything of value aggJ
gating $1.000 or more during that period;

(3)" knowingly and with intent to defraud POSHSseS fifteen
more devices which are counterfeit or unauthorized access (
vices; [or]

(4) knowingly, and with intent to defraud. produces. traft'
in. baa control or custody of, or poueues device-making equ
ment;

(5) knowingly and with. intent to d«fraud uses. produces, tT
fica in. htU control or custody of, or poss«ssa a teleeommu
cations. instrument that haa been modifUd or alUTed. to ob~
untJuthoriz«d. use of telecommunications services; or

(6) knowingly and with. intent to tUfraud u.s. procluc«s, tJ
fics in, htu control or custody of, or poI.ssfa-

(AJ a scanning nceiu«r; or . .
rB) hardware or software u.a for alurilll or modl6

telecommunications instruments to obtain unauthorized
cea to telecommunicatioM services,
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shall. if the offense affects interstate or foreign commerce. be
punished as provided in subsectlon (C) of this section.

• • • • • • •
(c) The punishment for an offense under subsection (a) or IbM LI

of this section is-
(1). • •
(2) a fine of not more than the greater of S50.000 or twice

the value obtained by the otTense or impnsonment for not more
than fifteen years. or both. in the case of an otTense under sub.
section [CaKl) or (aX4)) (aj"rl), (4), (Si, or (6) of this sectiOrl
which does not occur after a conviction for another, offensE
under either such subsection. or an attempt to commit an of
fense punishable under this paragraph; and

• • • • • • •
Ce) As used in this section-

(1) the term "access device" means any card. plate. code. ac
count number. electronic serial number, mobile identificatiol
number, persontzl identification number, or other telecommuni
cations seroice, equipment, or instrument identifier, or othe
means of account access that can be used. alone or in conjunc
tion with another access device. to obtain money. goods. sen
ices. or any other thing of value. or that can be used. to initiat
a transfer of funds (other than a transfer originated solely b
paper instrument);.' • ." • • .' •

(5) the term "'traffic" means transfer. or otherwise dispose c
to another. or obtain control of with intent to transfer or eli
pose of; [and]

(6) the term "device-making equipment" means any !qui'
ment. mechanism. or impression designed or primarily used f
making an access device or a counterfeit access device(.): al

(7) the term "scanning receiver" means a deuice or apparati
tha.t can be used to intercept a wire or electronic communicatil
in violation of chapter 119.

• • • • • • •
12510. Definitions

Aa used in this chapter-
(l) "wire communication" means any aural transfer made

whole or in part through the use of facilities for the tral
mission of communications by the aid of wire. cable•.or od
like connection between the point of origin and the poant of
ception (including the use of such connection in a~
station) furnished or operated. by any person e~~ l~ p
vicling or operating such facilities for the t~~lOI1of ant
state or foreilJl communications for commUDlcat1~DI ured
interstate or foreign commerce and such term Includes l
electronic storage of such coDlDlunication[. but such term d
not include the radio portion of a cordless telephone CODU.'
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nication that is transmitted between the cordless teiephone
handset and the base unit];

• • • • • • •
(12) "electronic communication" means any transfer of signs.

signals. writing, images, sounds. data. or intelligence of any
nature transmitted in whole or in part by a wire. radio. elec
tronic. photoelectronic or photooptical system that affects inter
state or foreign commerce. but does not include--

[IAl the radio portion of a cordless telephone commu
nication that is transmitted between the cordless tele
phone handset and the base unit:]

[(B)) (AJ any wire or oral communication:
[(C)) rBJ any communication made through a tone.only

paging device; or
[( DI] rel any communication from a tracking device \as

defined in section 3117 of this title)~

• • • • • • •
( 16) "readily accessible to the general public" means. with re

spect to a radio communic~tion. that such communication is
not-

l A) scrambled or encrypted:
• • • • • a· a

(D) transmitted over a communication system provided
by 'i common carrier, unless the communication is a tone
only paging system communication: [or1

(E) transmitted on frequencies allocated under part 25.
subpart D. E. or F of PArt 74. or part 94 of the Rules of
the Federal Communications Commission, unless. in the
case of a communication transmitted on a frequency allo
cated under part 74 that is not exclusively allocated to
broadcast aU%iliary services, the communication is a two
way voice communication by radio; or

(F) an electronic communication.;

• • • • • • •

§ 2511. Interception and diselo.ure of wire. oral, or elee-
. tronic communications prohibited

(1) Except as otherwise specifically provided in this chapter any
person who-

(a). a •

• • .. • • • • • •
(2)(a)(i) It shall not be unlawful under this chapter for an opera

tor of a switchboard. or on officer. employee. or agent of a provide!
of wire or electronic communication service. whose facilities an
[used in the transmission of a wire communication). used in tJu
transmission of a win or electronic communication to interce~t, dis
close, or use that communication in the normal coune of hiS em·
ployment while engaged in any activity which is a necessary.inci
dent to the rendition of his sarvice or to the protection of the nghtl
or p~perty of the provider of that serric~t escept that. ~ provi~eJ
of wire communication service to the public shall not utlbze semc
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observing or random monitoring except for mechanical or service
quality control checks.

• • • • • • •
(4)(a) Except as provided in paragraph (b) of this subsection or

in subsection (5), whoever violates subsection (1) of this section
shall be fined under this title or imprisoned not more than five
years. or both.

(b) If the offense is a first offense under paragraph (a) of this
subsection and is not for a tortious or illegal purpose or for pur
poses of direct or indirect commercial advantage or pnvate com
mercial gain. and the wire or electronic communication with re
spect to which the offense under paragraph (a) is a radio commu
nication that is not scrambled (or encrypted. then), encrypted. or
transmitted using modulation.. techniques ·the essential parameters
of which haue been withMld from the public with the intention of
preseroing the priuacy of such communication-

(i) if the communication is not the radio portion of a cellular
telephone communication. a cordless telephone communicatton
that is transmitted between the cordless telephone handset and
the base unit. a public land mobile radio service communication
or a paging service communication. and the conduct is not that
described in subsection (5), the offender shall be fined under
this title or imprisoned not more than one year. or both: and

(ii) if the communication is the radio portion of a cellular
telephone communication. a cordless.telephone communication
thct is transmitted between the cordless telephone handset and
the base unit, a public land mobile radio service communication
or a paging service communication. the offender shall be fined
not more than $500. .

• • • • • • •

"CHAPTER 12o-TELECOMMUNlCATIONS CARRIER
ASSISTANCE TO THE GOVERNMENI'

"§2601.De~n~~

(aJ DEFINlnONs.-In this cha.pter-
the terms defined. in section 2510 have, respectiuely, the

meanings stated in that section.
"call·ithntifyill6 information"- .' . .

(AJ means a# dialing or siplJlli~, ,.nformanon ~sso.c&·
ated with the origin, direction, destznatzo,,:. or termznatwn
of eaeh communication generated or receIved by tM sub·
scriber equipment, facility, or service of a telecommun&·
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cations can"ter that is the subject of a coun order or lau;fu.l
authorization: but

(B) does not mclude any information that may disclose
the physical locatzon of the subscriber (except to the e:rtent
that the location may be determined from the telephone
number).

"Commission" means the Federal CommunlcatLon.c; CommLs
sion.

"gor.:ernment" means the government of the r.:nited States and
any agency or instrumentality thereof, the DistrIct 0; ColumbLa.
any commonwealth, territory, or possession of the Umted
States, and any State or political subdivision thereo; authorrzed
by law to conduct electronic surveillance.

"information services"-
(Ai means the offering of a c,apabiZity for generating. ac·

quiring, storing, transforming, processing, retrieving, utiltz·
ing, or making available information uia telecommunI'
cations; and

(B) includes electronic publishing and messaging serv
ices; but

rCJ does not include any capability for a telecommuni
cations carner's internal management, control, or operatio}
of its telecommunications network.

"telecommunicati0118 carrier"-
fAJ means a person or entity engaged in the transmissioJ

or switchi.ng of wi.re or electronic communicati.ons as a com
mon carrier for hire (within the meaning of section 3th) (
the Communications Act of 1934 (47 U.S.C. 153fhJ));

rB) includes-
fil a person or entity engaged in providing commeJ

cial mobile service (as defined in section 332fdJ of tf.
Communications Act of 1934 (47 U.S.C. 332(dJJJ; or

rii) a Person or entity engaged in prouiding w&re (
electronic communication switching or transmisslC
service to the ment that the Commission finds thl
such service is a replacement for a substantial portic
of the local telephone e%Change sen'ice and that it is
the public interest to deem such a person or entity
be a telecommunications carrier for purposes of th
chapter; but

(e) does not include persons or entities insofar as th
are engaged in prouiding information seruices.

"telecommunications support services" means a product. sc
ware, or senliee used by a telecommunications ramer for the .
terTU1l signaling or switching functions of its telecommu
cations network.

§2602. A..gtance capabilUy requirement.
(aJ CAPABILJ7T REQr/lREMENTS. Ezcept tU. prouid.ed in s

sections (bj, (c), and (d) of this section. and subject .to seci
2607(el, a telecommunications carrier shall ensure that Its servl
or facilities thet prouide a customer or subscriber with the abi
to originate, terminate, or direct communications. are capable c
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(1) e%peditiously isolating and enabling the government to
intercept, to the e%Clusion of any other communicattons, ail WIre

and electronic communications carried by the carner wLthLn a
service area to or from equipment, facilities, or services of a
subscriber of such carrier concurrently with their transmission
to or from the subscriber's service, facility, or equipment or at
such later time as may be acceptable to the government:

(2) e%peditiously isolati.ng and enabling the gotJernment to ac
cess caLl·identifying information that is reasonably available to
the carrier-

(AJ before, during. or immediately after the transmtssion
of a wire or electronic communication (or at such later tlme
as may be acceptable to t~ gouemmentJ; and

(8) in a manner ,that allows it to be associated with the
communication to which it pertains,

e%cept that, with regard to information acquired solely pursu·
ant to the authority for pen registers and trap and trace devices
(as defiMd in section 3127), such call-identifying informatLon
shall not inducU any information that may disciose the phys
ical location of the subscriber (e%Cept to tJu atent that the loca
tion may be cUtermiMd from the telephone number};

(3) delivering intercepted communications and call·identify
ing inforrtUJtion to t~ government in a format such that they
may be transmitted by means of facilities or services procured
by the government to a location other than the premises of the
carrier; and

(4) facilitating authoriud communications interceptions and
access to call-id.ntifying inform.ction unobtrusively and with a
minimum of i1lUrfere~ with any subscriber's telecommuni.
cations service and in a manner tMt protects-

(A) tM privacy and security of communications and call
identifying information not authoriud to be i.ntercepted;
and

(B) informtJtion rqarding tM gouemment', interception
of communicctiona and access to call-identifying informa
tion.

(1) LlMrrA170NS.-
(1) DESIGN 0' FEA7"tJ'RES AND SYSTEMS CONFlGURAnONS.

This cMpter d.oa not authori:u any law enforcement agency or
officer-

(AJ to f'ftIWn any specific cU,ign ~f feature" or sy.um
confirurationa to be· adopt«l by prouiders of wcn or el«-
trollic communication service. manufacturers of te.
communicatioM equipmant, or provitUrs of teucommuni-
cations support servica; or .

(B) to prohibit the adoption of any reat~ or ~rvu:e by
prouide,.. of wire or el«trorUc comm~nlCGt&On .rv~, nuzn·
u.(acturera of IelM:ommW'I.icD.tiDna eqwprn.ent, or prouiders of
telec:ommW&ialtio"'- .upport .rvil:e•.

(2) INFOIUtlA.TlON SBIMCES; Plt1VA'l'B 1!E'f"N0lUCS~ INTEB.·
CONNEC170N SUvrCES AND FAC1LJT1ES.-Th.c requ&nments 01
sub.eMII (a) do r&Dt apply t~

(AJ'in(ormtJtion Mn1U:a; or
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rB) sert:ices or {acUities that support the transport Of

switching of communIcations for pr1L'ate netu.'orks or for tfu
s,!le purpose of interconnectmg telecommunications car
rlers.

(3) ENCRYPTIO.\'.-A telecommunications carrier shall not bl
responsible for decrypting, or ensuring the government's abilu,
to decrypt, any communIcation encrypted by a subscrIber or cu.s
tomer. unless the encl;/ption was provided by the carrier ane
the carri~r possesses the tnformat1on necessary to decrypt thl
commUnICatIon.

~c) E.'dERG£NCY OR ~X1G£.V.T CIRCt·.\fSTA.VCES.-In emergency o.
eXlgent CIrcumstances (mcl.udz..ng those des~nbed in sectIons 2518 fi
or (l1)(b) and 3125 of thz.s tItle and sectz.on 1805(e) of title 501. (
carrier at its discretion may fulfill its responsibilities under sub
section (a)(3) by allowing monitoring at its premIses if that is th
only means of accomplishing the interception or access.

(dj .'vfOBlLE SERVICE ASSISTANCE REQt7RE.\{E.VTS.-A telE
communicatIons carrier offering a feature or sert'ice that allows sub
scribers to redirect. hand off. or assign their wire or electronic com
munications to another service area or another service prouider 0

to utilize facilities in anoth£r service area or of another service prl
vider shall ensure that, when tM carrier that had been prouidin
assistance for the interception of wire or electronic communication
or access to call·identifyiq information pursuant to a court ord~

or lawful authorization no l0nfe.r has access to the content of sue
communications or call·identimnr information within the servil
area in which interception has been occurring as a result of the sw
scriber's use of such a feature or service, information is made aval
able to the government (before. during, or immediately after tJ
transfer of such communications) identifying the provider of wire I

electronic communication service that has acquired access to t)
communications.

§2603. Notice. ofcapacity requirenwnt.
(a) NOTICES OF MAXIMUM AND ACTUAL CAPACITY REQUIR

MENTS.-
(1) IN GENERAL.-tVot later than 1 year after the date of e

actmcnt of thilJ chapter, after consulting with State and loe
14w enforcement agencies, telecommunications carriers, proVI
erS of telecommunications support services, and manufactur.
of telecommunications equipment and after noti~ and co,
ment, the Attorney General shall pu.blish in the Federal R4
ister and provide to appropriate telecommunications carrier I

sociationa, standard.setting organizations. and for a-
. rAJ notice of the mazimum capacity required to accomll

date all of the communication interceptions, ",-n refist.
and trap and trace devices that the Attorney GeMral e~
metes that government agencies authorized to conduct el
tronic surveillance may conduct and. use simultaMow
and

(B) noti~·ofthe number of communi~ationintereep~il;
pen registers, and trap and tra~' deVICes; represent&1I4
portion of the mO%imum ca~city set forth under subp~
graph rAJ, that t~ Attorney General estimates that gov~
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ment agencies authorized to conduct electronic surr.:eillance
may conduct and use simultaneously after the date that lS

4 years after the date of enactment of this chapter.
(2) BASIS OF .VOTICEs.-The notices issued under paragraph

(1) may be based upon the type of equipment, type of sen'Lce,
number of subscribers. geographic location. or other m.easure.

(bJ COMPUA.VCE WITH CAPACITY NOTICES.-
(1; INITIAL CAPACITY.-Within 3 _Years after the publication by

the .~ttorney General of a notice of capacIty requIrements or
wlthtn 4 years after the date of enactment of this chapter,
whichever is longer, a telecommunications carrIer shall ensure
that its systems are capable of- .

(AJ expanding to the maximum capacity set forth in thE
notice uncUr subsection (aJ{ l){AJ; and.

rBJ accommodating simultaneously the number of inter
ceptions, pen registers, and trap and trace deL'ices set forti
in the notice subsection (l){B).

(2) EXPANSION TO MAXIMUM CAPACrrY.-After the date de
scribed in paragraph (1), a telecommunications carrier shall en
sure that it can accommodate e:cpeditiously any increase in thl
number of communication interceptions, pen registers, and tra)
and trace devices thet authorized. agencies may seeic to condue
and use, up to the mCZ%imum capacity requirement set forth. i:
the notice under subsection (a)(lJ(AJ.

(c) NOTICES OF INCREASED MAXIMUM CAPACITY REQUlREMESTS.-
(1) The Attorney General shall periodically provide to tel.

communications carriers written notice of any necessary il
crecues in the ma:amum capacity requirement set forth in tn
notice under subsection (aX1){A).

(2) Within 3 years after receiving written notice of increase
capacity requirements under paragraph (1), or within sue
longer time period as tM Attorney General may specify, a tel,
communications carrier shall ensure that its systems are capl
ble of expanding to the increased ma:rimum capacity set fon
in tM notice.

11604. S,.temll ucunty cuatl integrity
A telecommunications cam.,. slu1ll ensure that any court orde"

or lD.wfu,lli authorized. inUrception of communications or access
call.icUntifying information effected within its switching premis
can be activated only with the affirmative intervention of an inc
uidual of/i«r or employee of the cam.r.

1160&. Cooperation o( equipment lfIGIIuf~ture,..alUl pro"i
. en o( teleeomm&&lIieatio... • upport .ervice.

(a) CONSULTATlON.-A telecommunicatioru camer shtUl consr.
cu necessary, in a ti,.,..ly faahion with manufacturers of i~s t~
communications transmission and sUJuchil'l6 equipment a1Ul Its p
uitUrs of telecommunications support scnJi«. (-or tM purpose
ickn:qfyi,.. any .",ice or equipment, includi,.. hartlUJ!1re and..se
wan, th4t mey nquin mOdification so as to permit compl&aJ
with thil chapter. .

(b) MODlF1CATI0N OF EQUIPMENT AND SUVlCES.-Subjcct to ~
tion 2607(c), a manufacturer of teltcommunications transmission
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switching equipment and a provider of.telecommumcattons support
serutces shall. on a reasonably timely basts and at a reasonable
charge, make available to the telecommunications carriers UStng Us
equipment or sen'lces such modificatIons as are necessary to permLt
such carriers to comply with this chapter.

§2606. Technical requireTMnt. and standard'; erten.ion of
compliance date

(aJ SAFE HARBOR.-
(1) CONSC/l.TATI0N.-To ensure the efficient and industrv

wide implementation of the assistance capability requLremen'ts
under section 2602. the Attorney General. in coordinati.on u:uh
other Federal, State. and local law enforcement agencies. shall·
consult with appropriate associations and standard·setttng or·
ganizations of the telecommunications industry and with rep
resentatives of users of telecommunications services and factli·
ties.

(2) COMPLIA.VCE U:YDER ACCEPTED STA.VDARDS.-A tele
communications carrier shall be found to be in compliance with
the assistance capability requirements under section 2602. and
a manufacturer of telecommunications transmission or switch
ing equipment or a prouider of telecommunications support
services shall be found to be in compliance with section 2605.
if the carrier, manufacturer. or support service provider is in.
compliance with publicly auailable technical requirements or
standards are adopted by an industry association. or standard
Htting organization or by the Commission u.nder su.bsection. fbI
to meet the requirements of Hction 2602.

(3) ABSENCE OF STANDARDS.-The absence of technical re
quirements or standards for implementing the assistance capa
bility requirements of section 2602 shall not-

(AJ preclude a carrier, manufacturer, or services provider
from deploying a technology or Hruice; or

rB) relieve a carrier, manufacturer. or service provider of
the obligations imposed by Hction 2602 or 2605. as appli
cable.

fb) FCC AUTHORlTY.-
(1) IN GENERAL.-If industry associations or standard-setting

o,.,anizations fail to issue technical requirements or standards
or if a government agency or any other person believes that such
rrquirements or standards arr deficient, the agency or person
may petition the Commission to establish, by notice and com
ment rulemaking or such other proceedings as the Commission
may be authorized to conduct, technical requirements or stand
ards that-

rA) meet the assistance capability requirements of section
2602:-

rB) protect the privacy and .cunty of communications
not authorized to be intercepted; and

rC) serve the policy of the Un.ited St~tes to encour~e tlu
provision of new technologies and servIces to th~ publIC. .

(2) TR.ANS1TION· PElUOD.-If an. industry technIcal requlre
ment or standard is set aside or supplanted as a result of Com·
mission action under this section, the Commission, after con·



sultation with tlu AttorMY General. shall establish a reason
able time and conditions for compliance with and the transmon
to any new standard. including defining the obligations of tele
communications carriers under section 2602 durzng any transi·
tion period.

(c) EXTENSION OF COMPLIANCE DATE FOR FEATt'RES AND SERVo
ICES.-

(1) PETITION.-A telecommunications carner proposing to de
ploy, or hauing deployed. a feature or service wIthin 4 years
after the date of enactment of this chapter may petttzon the
Commission for 1 or more extensions of the deadline for comply
ing with the assistance capability requirements under seetton '
2602.

(2) GROUND FOR EXTENSION.-The Commission may" after af
fording a full opportunity for hearing and after consultatzon
with the Attorney General, grant an extension under this para·
graph, if the Commission determines that compliance with the
assistance capability requirements under sectIon 2602 is not
reasonably achieuable through application of technology avail·
able within the compliance period.

(3) LENGTH OF EXTENSION.-An extension under this para
graph shall e:ttend. for no longer than tM earlier of-

fAJ the deu determined by the Commission as necessary
for the ca1"rU!r to comply with tM auistance capability reo
quirrments untUr Hction 2602; or

(B) the date that is 2 years after the date on which the
utension is granted.

(4) APPUCABIUTY OF EXTENSION.-An e:ttension under this
subsection shall apply to only that part of the carner's business
on which the new feature or seroice is used.

§2607. EnfoTCttment ortJ,e,..
(a) ENFORCEMENT BY COURT ISSUING SURVEIl..UwVCE ORDER.-li

a court authorizing an interception under chapter 119. a State stat
ute. or tM Foreign Inulligence Suroeillance Act of 1978 (50 U.S.C
1801 et seq.; or authorizing use of a pen register or a trap and traCE
deuice UndeT chapter 206 or a State statute finds that. a tele
comniunic:ationa carrier htu failed to comply with the requlrementl
in this ChapUT. the court may direct that the carrier comply forth
with and. may direct that a prouider of support services to the car
n.r or the manufacturer of the carrier's transmission or switchin~
equipment furnish forthwith modifications necessary for tlu! came
to comply.

(b) ENFORCEMENT UPON APPUCATION BY ATTORNEY GENERAL.
TM Attorney General may apply to the appropriate. United. State
district court for, and the United States district courts sha.ll har;
jurisdiction to issue, an order directing that a telecommunIcatIon
carrier, a manufacturer of telecommunications tra~mission c
switching equipment. or a prouider of telecommunications SUppOl
_",ica comply with this chapter.

(C) GROUNDS FOR !SSUANCE.-A court shall issue an order uru:J..
subsection (aj·or (b) only if the court finds t~t:- ...

(1J alternative technologies or ctlpcbdltlU or the facilItieS I

another carrier are not reasonably available to law ·enforeemel



for implementing the interception of communIcatIons or acc
to call·identifying Information: and

(2) compliance with the requirements of this chapter IS ,

sonably achievable through the application of at,'azlable te
nology to the feature or serVIce at issue or would have been r
sonably achievable if timely action had been taken.

rdJ TIME FOR COMPUAIVCE.-Upon issuance of an enforcem
order under this section, the court shall specify a reasonable tz
and conditions for complying wIth its order. conSIderIng the g~

faith efforts to comply in a timely manner, any effect on the c
ner's, manufacturer's, or service provider's ability to continue to
business, the degree of culpability or delay in undertakIng effort:
comply, and such other matters as justice may require.

(e) LIMITATION.-An order under this section may not requir
telecommunications carrier to meet the government's demand
interception of communications and acquIsition of call·identifS
information to any extent in excess of the capacity for which n~
has been provided unchr section 2603.

(f) CNIL PENALTY.-
(1) Lv GENERAL.-A court issuing an order under this sec

against a telecommunications carrier, a manufacturer of i

communicatioM transmission or switching equipment. or a
vider of telecommunicatioru support services may impose a I

penalty of up to $10,000 per day for each day in violation c
the issuance of the order or after such future date as the c
may specify.

(2) CONSIDERATIONS.-In chtermining whether to impo
liM and in chtermining its amount, the court shall take intl
count-

(AJ the nature, circumstances, and extent of tM viola
rB) the violator's ability to pay, the ulolator's good J

efforts to comply in a timely manner, any effect on the
lator's ability to continue to do business, the degree 01
pability, and the length of any delay in undertaking ej
to comply; and

rc) such other matters as justice may require.
(3) CNIL ACTION.-The Attorney ~neral may file a cir.:

tion in the appropriate United States district co~rt. to. c~
and the United States district courts shall have JunstUctJ
impose, such fines.

12608. Payment of co.t. of tekcommunicatioru carriers
(a) EQUIPMENT, FEATtJRES, AND SERVICES DEPLOYED BJ

DATE OF ENACTMENT; CAPACITY COSTs.-The Attorney G
shell, subject to the availability of appro~riations,pa,:! teleco~:
cations carriers lor all reasoncble costs dIrectly' assoc~ted WltJ
. (1) the modifications performed by carners pnor to tM

tiue date of section 2602 or prior to tM expi"!%tion f!f any
sion granted under section 2606(c) to establish, with res,
equipment, features, and service. deployed before the date
actment of this chapter, tM capabilitu. necessary to (
with section 2602; .

(2) mHting the ma:dmum capacity requirements set fc
til. notice under section 2603(a)(1)(.A); and
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(3) e%panding existing facilities to accommodate simulta.
neously the number of interceptions. pen registers and trap and
trace defJlces for which notice has been provuied under sectton
2603falfl){B).

fbj EQUIPMENT, FEATURES, AND SERVICES DEPLOYED ON OR
AFTER DATE OF ENACTMENT.-

(1). IN GENERAL.-~fcomplia.nce with the assistance capability
requzrements of sectzon 2602 zs not reasonably achievable wah
respect to equipment, features, or services deployed o.n or after
the date of enactment of this chapter, the Attorney General, on
appLicati~n ,!f a teleco.mmunications carrier, may pay the tele·
commUnlcatzons carner reasonable costs directly associated
with achufJing compliance.

(2) CONSIDERATION.-In determining whether compliance
with the assistance capabili.ty requi.rements of section 2602 lS

reasonably achievable with respect to any equipment, feature. or
service depLoyed after tke date of enactment of this chap~r, can·
sickration shall be given to the time when the equipment, fea
tun. or service was depLoyed.

(C) ALLOCATION OF FUNDS FOR PAYMENT.-The AttorMy GeMral
shall allocate funds appropriated to carry out this chapter in ac·
cordance with law enforcement priorities determined by tlul Attorney
General.

(d) FAILURE To MAKE PA.YMENT WITH REsPECT TO EQUIPMENT,
FEATURES, AND SUV1CES DEPLOYED BEFORE DATE OF ENACT-
MENT'.-

(1) CONSIDERED TO BE IN COMPUANCE.-Unless tlu Attorney
Gen.eral ht:u agreed. to pay tM teLecommunicationa carrier for
all reasonabk costs directly a.uocia.ted with modifications nec·
essary to bring tM equipment, (eatun, or senJice into actual
compliance with those rcquin1Mnts, provided tM carrier htU
rcqlUtsted payment in accordance with procedures promulgated
pursuant to subsection (e), any equipment, {eatun. or senJice of
a tekcommunicatioru cCrrWr deployed befon the date of enact·
1Mnt of tm. chapter sJuJU be considered to be in compliance
with tM CJ&Iistance capability requirements of section 2602 until
tM ~1Mnt, (tature, or scroice u rrplaced or significantly
up."aMil or otMrwu. untUrroe. mt1jor modification.

(2) LDtrrATlON ON OltDD.---NI orar unckr section 2601
,1UJll n.ot requin a telccommun.icatioM carrier to modify, for tM
Pur'Pt* of complying with tM aaistcn« capability ~uin.
manA of section 2602, any equipment, feature. or "",1Ce de·
ployed before tM dD.U of eruu:tmelll of this cluJptll': u~sa tM
AltorMy General ha agreed. to pay the telecommunICatIOns car·
rVr for all T'ftUOIIGble cotta dWctly aaociattd with modifica·
tiona n«aaaT)' to bring tM equipment, featurr. or service iM
actual compliGlIt:e with. t1aDM requirrmenU.

(e) PBOCEDUUS AND RBGUlATlONS.-NotUJithstl1.nd.itr.g any otMJ
lGw, tM AItorncy Gcrw-al sh4ll, attar nDtit:c and comment, est4b.

'
isJ.

any proc«l.ures. and. repl4tiou dMlMd.~~e~ time
ly and co8-cfff,cient pGytrlCnt to tdeeommUIUaJtiDlU CtJITWrs fal
compelUGblc coats incutTe4 UlllUr th.U c~ter, under. cluJpters III
and. 122, and un.t.t.r tM Foreign lnUlliIence Surveillance Act Cl

1918 (50 U.S:C. 1801 et Nq.). .
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(fj DISPUTE RESOLC.:TION.-If there is a disp:J.te betu:een the Attor
ney General and a telecommunications camer regardmg t h
amount of reasonable costs to be pa:d under subsection (aJ. the dl~
pu.t~ shall be resolved .and the amount determmed in a proceedin

l

tntttated at the Commtssion or by the court from which an enforcE
ment order is sought under section 2607.

* • * • • • •
§ 2703. Requirements for governmental access

(a)· • •

• * • • * • •
(c) RECORDS CONCER."'llNG ELECTRONIC COMMUNICATIOS SERVIC

OR REMOTE COMPUTING SERVlCE.-nXA) Except as provided i
subparagraph (B), a provider of electronic communication service (
remote computing service may disclose a record or other inform:
tion pertaining to a subscriber to or customer of such service I nl

including the contents of communications covered by subsection I.

or (b) of this section) to any person other than a govemmental el
tity.

(B) A provider of electronic communication service or remo
computing service shall disclose a record or other information pe
taining to a subscriber to or customer or such service (not includiJ
the contents of communications covered by subsection (a) or (b)
this section) to a governmental entity only when the govemmen1
entity-

[(i) uses an administrative supoena authorized by a Fedel
or State statute. or a Federal or State grand jury or trail S\l
J)O'tna:J .

[(in) (i) obtains a warrant issued under the Federal Rul
of Criminal Procedure or eqUivalent State warrant:

[(iii») (ii) obtains a court order for such disclosure unc
subsection (d) of this section: or

[(iv)] (iii) has the consent of the subscriber or customer
such disclosure.

(C) A prouilUr of electronic communication serviet or remote Cel

putiq _",iet shall disclose to a lovemmental entity the name, I

dna, ta.phoru toll billing recorets, and. length of service of a s,
scriber to or customer of such service and· the types of seTfJiees
subscriber or customer utilized, when the gouernmental entity fJ

an administrative subpoena authorized by a Federal or State s;
uU or a Federal or Stau grand jury or trial subpoena or any mel
available uncUr subparagraph (B)... .- .~ e- • .- •

(d) REQUIREMENTS FOR COURT ORDD.-{A court order for eli!
sure under subsection (b) or (c) of this section may be iuueci by
court that is a court of compe~~nt jurisdiction set forth in sec:
3126<2XA) of this title and shall issue only if the govemmen~
tity shaWl that there is reason to believe the contents o~ a WIl
electronic communication or the records or other unarm
sought, are relevant to a ~legitimate la~ enforcement inquiry.
court order for disclosure under suba«tiOn /b). or. reI may be. &SJ
by any court that is a eourt of -competent }unsd&ct&on deSCribe,
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section 3126(2XAJ and shall issue only if the govemmental entity of
fers specific and articulable facts showing that there are reasonabll
grounds to believe that the contents of a wire or electronic commu
nication, or the records or other information sought. are reletlan
and material to an ongoing criminal investigation. In the case 0

a State governmental authority, such a court order shall not issu,
if prohibited by the law of such State. A court issuing an order pur
suant to this section. on a motion made promptly by the servte
provider. may quash or modify such order. if the information 0

records requested are unusually voluminous in nature or complJ
ance with such order otherwise would cause an undue burden 0;

such provider.
• • • • • •

§ 3121. General prohibition on pen register and trap an
trace device use; exception

(a)· • •

• • • • • • •
(C) LIMITATION.-A government agency authorized to install an

use a pen register undlzr this chapter or under State law. shall Ui

technology reasoll4bly available to it that restricts the recording l

decoding of electronic or other impulses to the dialing and si~
ling information utilized in caU processing.

[(c)] rd) PENALTY.-Whoever knowingly violates subsection I

shall be fined under this title or imprisoned not more than 0

year. or both

• • ." •

o
• •



1030 CONGRESS } HOUSE OF REPRESENTAT!Vn:-S {REP'!'. 103-827
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TELECOMMt..~lCATIO~S CARRIER ASSISTA.'lCE TO THE
GOVER.'l~E:IT

Oc'roBER 4. 1994.-Qrderec to be pnntec:i

~r. BROOKS. from the Committee on the Judiciary, submitted the
following

REPORT
together with

ADDITIONAL VIEWS

{To accoID'Pany H.R. 49221

[lncludinc cost estimate of the Congressional Budget Omeel

The Committee on the Judiciary, to whom was referred the bi
(H.R. 4922) to amend title 18. United SUites Code. to make de.2
a telecommunications carriers duty to cooperate in the interc:eptlo
of communications for law enforcement purposes. and for otht
purposes. having considered the same, report favorably therec
with an amendment and recommend that the bill as amended'
pass.

The amendment is u follows:
Strike out all after the enacting clause and insert in lieu there

the following:
SlC'ftON l. iNi&w:EPnON or DIGITAl. AND 0'I'U1l COMM\.'MCAnONs.

(a» IN GENERAL.-Part I of title 18. Uniteci StI.teI Code. 15 amended by lnSertl
after chapcer 119 the fOUOWlI1l new chapter:

-cBAP'I'E1l120-TELECOMM1JNICAnONS CAR1UER ASSlSTAA'lCE TC
no: GOVERNMENl'

-s..
"'2tOl. o.ftftiuau.
OOZI02. ............."lIIh" f'IIIQ\ll f"..
-zt03. :';auaa 01 C&1IiK'" NqIU 'lL

-ztlM. S,.... lin"" d "lWl"".
-zt06. c~__ 01""1 ' lD tlflC\tI d • ..,.... 01~••tlnlCll'lOlI. NOIIDft "f'l"ClIL
~ T_1Ucal I"eqtll,..etIta ru; 01 ca....... UY.

9t-4OI
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"18O'f. Eftl'OtwlaeDl (If''C....

"'Z'8ClI. f"I7a..' qj Cl:lIW Q/ \e..,.."alcaUOllU cam.,.. 100 aDaO" "'ca ca....ty f.,q1Ul"-'lleIIl.&,

.., 2801. DeftDitiOD.l
'"(a) DErtNmONs.-tl1 this chapter-

"the t.ermJ defined in sect1011 2510 have. respectively, the meazunp stated 1D
that HC'Con.

"'call-identifying information'-
..(A) means dialing or sirnalinc information that identifies the oncin. cli

rection. destinauon. or tennmauon of each eoaunUlUcauon generateei or re
ceived by the subscnber eqwpmeDt. facility. or sel"Vlce of a teleconunulU'
cataons camer that IS the subject of a court oreier or lawful authonzauon;
but

"IB) does not include any information that may disclose the pnysica11oca.
tion of the subscnber texcept to the extent that the locatlon may be deter.
mined from the telephone number).

'" 'CODUZlisS10D' means the Federa1 Communications Commaslon.
"'JOVlmmenr meaDI the lovernment of the United States and any a,ency or

insU'Wllent&llty theno{. the Diltnct of ColUlDbia. any commonwealth. temtory.
or poueuion of the Unitecl States. aDei aDy State or political. subdiV\Slon thereof
aulhonzeci by law to conduct electrOnic surveillance.

"'information Ml"Yices'- .
"tA) means the offering oC a capability for pDeratinc. acquirinc. stonne.

tZ"ans{Ormlnc. prDCeUiDI. remeVlne. urjlizinc. or making ,v~ble mfon:na·
tiOD Vl& telecommumcauons: anei

"(B) includes eleeuomc pubiilhinc &Dei elecuonic messacinc services; but
"(C) don not inciude any capability for a ceiecommwucauonJ camer's in

ternal manapment. control. or operatioD o{ ita teiecommwucatiol1l net.
work.

.. 'telecommunications support Ml"Yices' means a pm:luet. software. or Hmce
UHCi by a telecommunications camer Cor the mtema1 sirnallnc or sW1tchmc
fuDctions of ita c.e1ecommumcatioDa Dltwork.

.. 'talecommumcations carner'-
'"fA) meana a penoD or entity eappci in the tn.DSmissioD or switching

oC wire or elect:roDic communications u a common camel' (or hin t ""dun
the meani.l1l of MCtiOD 3<h) of the Commw:w:auons Act of 1934 (47 U.S.C.
153Ch)));

"(8) iDduci..-
"({) a penon or entity enppci in pl'V'l'idinc commercial mobile serrice

(u de6Decl in MCUon 332lei) of the Communications Act o{ 1934 141
U.S.C. 332Cd»); or -

"(1i) a penon or entity _oppel in pl"'DYidiDc wire or elKU'ODic co..
municaUoD IW'itehinc or tnnamivion Ml'Yice to the estaan we the
CommiHion fiDciI thae such Ml'Yice ia a ft1tlacement for a IUbautW
pon:iOD of the local c.eie'pba_ acheD" ..-vice ancl that it is in the "UO
lie in... to cieem suCh a perIOIl or enuty to be a talec:ommumcaQODa
carrier (or purpoees of tbia chapter. but

"(C) cia. not iDducle penona or en=- imofar u they are enppcl in
prD¥idiDI iDlarmatioD MMCIL

..,-.Autaa.... capabWt7 nquift.....
'"ta) CAPMIU'IT~.~ u pl'V'l'ideG in wbMctiOI1l (b). (C). aDd

(c!) oC thia MeDon MCUOIUI 2607(c) Ud 2601J(d). a telecommunicatiolUl camer
sballeaaun chat ita icM or facilities that pnmde a C\IStoOmer or sublcriber WIth
the ability to~&a.~&a, or ciirIcs commUDicaUol1l aft capable of-

lI( 1) apa4itiaualy iaolacil1l aDA eubliDa the~De to inCoela1tto to, tht
aduaioD oC an, other comJIlUD&C&UOIUI. aD. win u.cl el~Dic comm~QaIU
carried by the cam... withiD a M"'Ce ana to or hill eqwP~DC. facilities. 01
MrYiceI of a IUa.:riber of IUCh carrier CODCU.l"ftntly with thear tnDI"'''SlOIl te
or fnnD'the Nblcriber'1 lanice, facUity, or equipment or ae such law time at
ma, be ~table to the ~l"IIment:' . .

"(2) ~Qously iaolatull anci enablil1l the COftI'DDlIDt to aCClItI ca1l·ideaa
fyiDc information that is nuonabl, avail,ble to eM camer-: . _

"(A) be!on. clurinc. or i..mmediatel,. aa.r the fZ'8n,maM_ of a W'Ift 0
electl'Dnic cammWlicatloD (or at IUoCh latar 1:ime sa may bea~ 10 th
lO":!21Dent): &ad . ' .

'"tBt iD a menner that allows it to be ••eoriatecl WIth the 'COmmwucaDOl
to whic:b. it. pertaina. .
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except that. W\th ~,ard to lnt"onnauon aC~U1red solely PW"5uant to tne 3~thor.
lty ror pen fet1SUrs and tral) and trace Q.vtces Ias defined In 5e'Ctlon 1127 .
such call'ldenufying Infonnat1~n shall not Indude any lnformatlon tnat :nav
disclose the physical loeaoon or the suOscnber I exc:ept to the extent that tne ,0
catIon may be deuraur.:ed from tne telepnone number':

"(3) dellvenng Intercepted communIc:aoons and c:all·idenof'ying 1nfonnatlon to
the government In a format such that they may be transmJt~ by means of fa
cilitIes or semces pt"OC'W"!<i oy the government to a locauon other than tnt
pnmlSes of the camer: and

-141 facilitaung authonzed commurucauons tntereeptlons and access :.0 call.
IdentlMng Iftfonnatlon unoDtn.1S1veiy and WIth a muumum oi Interie~nce wah
any subscnbers telec:ommurucauons servtce and In a manner that prote<:t.i--

"r AI the pnvacy and secunty of commuruc:auons and call,"ienufyLn~ tn.
(onnatlon not authonzecl to be Intereepted: and

"I B) Infonnauon f'elarClng the governments Intereepuon of commUNca.
tlons and acc:ess to call·idenufying Inionnauon.

"( bl uMrrAnoNs.-
-11) DESJCN OF F'EA'n.-US ""'-0 SYS'rEMS CO~TtCt:RAnosS.-This chapter does

not authonze any law enforcement agency or officer-
"r AI to reqwre any sl)eafic: deSign of features or system configurauons to

be adopted by prov'lden of W\re or eleC'U'ONC: communlcauon servtce. manu·
fac:turen of telec:ommumc:auons eqwl)ment. or proVlders of teiec:ommuru·
eacons 5Ul)port sel'Ylcn: or

.., Bl to prohJbit the adol)uon of any feature or servtc:e by providers of Wlre
or eiec:trolUC: eommurucauon semee. manufae:tUl'ers of teiecommuNcatlons
equll)ment. or proVlders of telecommwucauons SUPl)Ort semees.

• (2) [~ToRMAnoN SEllVlCES: PIUVAT'E S"E'rNORKS AND ~i"£1\CON"'"l:cnON SERV
ICES ....,-0 FACU.mU.-The requ.lnmentS of subsecuon lal do not apply tI>-

"IA) informauon Hmcn: or
"I B) serY1ces or facilities that Nl)port the transl)Ort or switch.inl of com

mwucations for private networks or for the sole PUfl)OH of intereonnecung
telecoaunumcations camenl.

"(3) ESCKYPnON.-A telecommunications camel' shall not be f'nl)OMibll for
dlC!'YPting. or ensunn, the sovernment's ability to decrypt. anyeommurucatlon
enCJ")'1)* by a sub.mber or CUIIOmer. unleo the enc:rypuon wu provtded by
the carner and the camel' poues... the information necessary to decrypt the
commwucation.

"Ie) £~ENCY Oil ExlCDlT CIIlCt,'''MSTANCU.-ln emergency or IXllent cir
cumstances I incluclin, thOle described in sections 2518 (7) or I 11)1 b) and 3125 of thIS
utle and secuon 180Slel of title 50). a camer at Its mscnuon may coml)iy Wlth sub
HC'Uon laJ(3) by allowiq monnonne at Its prezzuses If that IS the only means of ac
complishing the intercepuon or access.

"(d) MOIlLE StRVlCE AsSISTANCE RJ:QumEMEN"l'S.-A telecoaunurUcauons earner
oft'.rin, a r.aaue or lerY1ce that &110... subKnben to redirect. hand off" or aSSign
their "NU'e or ellCU"DJUc commUDicauons to another HI'YlCl area or another slrvtc:e
provider or to utill%e facilities in another serY\ce area or of another serY1ce provtder
shall ensure that. when the carrier that had been providinl. UIIstanCl for the tnter·
cepuoll of win or electl"Onic commwucationa or acceu co call·identifyin,ln!onnanon
PunuaDt -to a cau.rt oreier or lawful authonzaQon no loftier hu access to the content:
or such commUDications or c:aU·idenWytn, information within the Hn'\CI area in
which inteftllptioll hu been occumna u a result of the subscnbers UN of such •
r.aan or _mea. Lnformation lS maeie av&L1able co the govenunent I befo". cunn,.
or immediately aft.er the transfer of such commumcauons) ldenufying the provuiel
or win or electrol11t c:ommwucauon HrY1c:e that hu acqwre<i ac:cess to the commu
nications.

"'2IOL Notte. 01 capacity Nquin••IlU
"Ia) Nanca or MAmdtTM A.'ltD AC1UAJ.. CAPACm REQl.J'mEMEN1'S.- .

-( 1) IN CEh"EllAL.__\lol later than 1 year a~r the date of enacanent of thi:
chapuaf. after c:oftlUltinc wuh State and local law enforcement allncln. tel,
communications carnen. pl'OY'lden of Ullecommumcaaons suppa" _n'\ClS. &ftl
muuiacmren of telecommwucauons equipment. and after nouce anei conunen1
the Aaamey General shall publish in the F~eral Recmer and prIMde to &~
propnaUl telec:ommunicauons indusU'1 UIOClauons and nandard-HIUDI 01'1I
nizauons-

-( A) notice of the muimum capacity required co accommodate all of tb
communicauon intercepaons. pen re~". and trap anci trace deVlen eN
the Attomey General eSUm&tAtS that covemment agenalS authonted 1



conduct eleetrODlesurveillance :::.&y conduct U1d use Slmwuneously altef
th! dace that LS 4 yean a.i\er to...e dace of eD&~eGt of WI c:ha~ter: and
, (9) nocce of the actUal number of commumcauon Interceot10ns. pen reI
ISters. ana trap ana trace deV1~S. represencng I POrtion or~ the rn&ltUnum
capacity set forth under 5ubpar~ph IA). that the AltDmey General esu
mates that government 1gencll!s luthonzeO to conduct electrClnJc survell·
lance may conduct and use 51mwtaneousiy after the dace that 15 " veal"
after the date of enactment of tius c:hapter. .

~121 BASIS OF SOTtcts.-The noucts lSSUed under paragnph I 1-
"f A I may be based upon the t)1)e ot" eqwpment. tj1)e of servtce. numbef

of 5ubscnbers. t)1)e or 51ze or carner. nature of 5er'V\ce area. or any otner
measure: and

", Bl shall identify. to the mu::.mum extent posslble. the capamy r~ulr!<i
at speclfic geoara~tuc lacaaons. lnciudinc camer ollice lacauons.

"( b I COMPLiANCE Wmr CAPACm ~cmCts.-

·/11 IstTtAL CAPAcrrv.-Within 3 yean after the publication by the Attorney
General of a notice of capaeny reqw.nments or W1Wn " years after the aate
of enactment of this chapter. whichever is longer. a telec:ommuIllcauons c:amer
shall. subject to subsecuon leI. ensure that its systems are c:a~abieof-

..(A) expandinc to the manmum capaa~ tet forth In the nouce under
subsecuon IU II/A); and

"c 8) accommociaunc sunultaneously the number of inurtepuons. pen reg
isters. and tr.Ip and trace deVlces Nt forth 10 the nouee under 'utlsecuon
tUbB>.

"(21 ExPANSION TO MAXIMtJM CAPACtTY.-After the date descnbed in para
ifaph (11. a telecommwucauons carner shall_ subject to subsect10n 'e '. ensure
that It can accommodate expediuouslY any IncreaM aD the actual number of
commwucation interceptions. pen f'el1Sters. and trap and traee aeVlces that au.
thonzeci apncies may seek to conciuc~ and UN. up to the mum1um c:apaclty
reqwrement set fonh in the nouce und.er subMction (al( llCA).

"(cl SancES OF INCREASED MAx.tMtJ'M CAPACITY REQUtRDlENTS.-
"fl) The Attorney General shall penociica11y publish in the federal Re~ster.

after nOUce &Dei comment. notice oC any DIClISIU'Y i.nereues ln the max1mum
capaety reqwnment set forth in the noCiC8 UDder subsection I a II IxAI.

·(2) Within 3 yeus after notice oC incnued m1mmum capaeuy reqwremenu
is publisheci under paragraph (l). or .".;thin such ionrer ume pened. as the .-\L
tomey General may spec:ify. a wecommumcauons carner shall. subJect to sub·
secaon leI. ensure that ltl systems. are capabl. of ex-panc1ing to the Increased
mu:unum capacity Mt forth in the noaet.

..(ell CAlUUD STA1'DIEN'T.-Witbin 180 cia1l after the publication by the Attorney
Genen.1 of • DOCice oC caP&Clt)' reqwrementl pursuant to subMcuon lal. a tei..
communications carrier shall submit to the AttoI'U1 eeural a statement id.nufy
inc any of ita sy1IUlDI or Ml'Y\ee. that do not haft the capaety to ac:eommociate SI
multaneously the Dumber of intercepCioDa_ pill ~tan. mel trap and trace deVlees
set forth in the noQce UDcler subp&raIl'Ph IA) or (B) oC lubMet10n IU 1).

..(e I RElMBURSDIDCT REQulUD FOR COWI'lJANCI.-The Attomey General shall roe
vtew the IlacaallU submitted UDder SUbMetioll (d) ud rnay. 5ubject to the avail
ability oC aPPl'Q1)riatioDi. acree to reimbune a telecommumCAuons cUTier for the
just uul reuoaable coaa clinct1y UlOC1&teG with mocWications to atwn such capac
ity requjnment. Until the Attarney General II"ft to reunburse 5uch c:amer for
such moc:tification. such carrier shall be consldereci to be in compliance WlU1 the ca·
paat)' noQces UDder suDpl.J"all'&phs tA) ••rui (9) of subMcUon.t3Jt 1).

.., I8OC. S,.... MCIIrity &Del lIa&eCrity
"A telecommUDicaCioDl c:arrier shall 'DSW'e that an1 court ordered or lawfu11y au·

thonzecl interceptioll of communications or ac:cesa to cal1.identifyinc lnfonnauon ef·
fected withia. ita IWit.ehiDlPremilft CaD be activated oaly with the aftlnnauve lnter·
venuon of an indiviclua1 otllcer or employee of the camero
"12806. COOpentloD of equil'••Dt muulaetaren ucl providen of tel..

co••Wlic:auou IUl'port MmC_
"r a) CONSULTA'nON.-A telecommunications earrier shall consult. as DtceUIl"Y. in

a ume1y fuhioll with manuiaecurefS of its telecommumcationl tranJlZUIllon and
5W\u:Nna equipmellt and its providers oC telecollUDumc:auons suppoft MI"¥lces {Of
the purpoee of ensuriDI that current and planDed "",CH ami eqwpment comply
W1th the eapabihty requirements of MCnon 2602 anri the capaaty reqwrem_oLf

identified by the Attoraey General underseclion 2603.


